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In this roundtable article, Ecolibrium speaks to  

Cundall principal controls engineer Michelle Ganley;  

A.G. Coombs leader building technologies Andrew Smith; and 

Reliable Controls vice president of sales, Asia-Pacific, Ian Giles.  
We ask them about the recent past, present, and immediate 

future of BMS systems in optimising smart buildings.

Looking 
smart
As the momentum to build ever‑more efficient buildings grows, 
the role of building management systems will only 
become more important.
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Ecolibrium: What have been the 
three most important changes 
over the past decade with BMSs?

Michelle Ganley: The first is 
connectivity to “The Edge”, i.e., the 
convergence of the IT (information 
technology) and the OT (operational 
technology) with the emergence of 
IOT. Where BMS was once hard-wired 
signals controlling physical plant, today 
it is more technology-based. Smart IoT 
sensors and devices are becoming the 
standard, with a multitude of APIs 
allowing users to achieve a wide-ranging 
functionality from a single sensor. 

The standard BMS network architecture 
has moved from standalone control 
panels, to dedicated BMS networks, 
and in turn to converged IP backbone 
networks where the BMS shares data with 
all of the other systems in a building. 

Open protocol systems – and the 
openness of data availability – is now 
common in everything from sensors 
and devices to the BMS applications 
themselves. The BMS is expected to 
share its information with the smart 

building platform to enable data-driven 
maintenance, big data analytics, machine 
learning, and pave the way for AI control 
of buildings. We’re seeing a focus on 
ensuring the BMS is set up in a way that 
allows data to be structured and easily 
interpreted by different platforms. 

A clear semantic tagging strategy for all 
systems within a building has therefore 
become critical when designing the BMS: 
this ensures all data gathered from the 
BMS is structured in a way that allows 
it to communicate efficiently with smart 
building platforms and applications.

Due to the advancement towards a single 
converged IP network in a building, 
the BMS can provide an entry point for 
cyber attackers into a whole range of 
systems (security, access control, etc.). 

That’s why the second most notable 
change in the BMS industry over the 
past decade is minimising the risks of 
ever-changing smart building technology. 
The importance of robust cyber security 
protocols and policies, and ensuring these 
protocols are enforced – down to every 
software, sensor and device – is key. 

Cyber security should be the first 
consideration when designing a BMS. 
In fact, creating a cyber-security 
policy and program, before selecting 
any hardware or software providers, 
should be the priority. 

Then thirdly, but certainly not in 
order of importance, is the focus on 
environmental impacts of our buildings. 
As the built environment drives towards 
a net zero carbon future, the development 
of control strategies and algorithms 
focused on optimising plant is now an 
embedded principle in a best-practice 
approach to BMS. This extends to 
providing users with real-time visibility 
of their consumption data. 

Ian Giles: Customer choice. A major 
change over past years has been the shift 
in decision-making authority back to 
customers who own systems, where that 
authority should be. I believe customers 
who purchase systems should have the 
power and authority to choose from 
multiple service providers for installations, 
enhancements, and support. Single-source 
providers – or providers who offer “open 
systems” then lock them down – remove 
competition and enforce an imbalance 
of power and authority in favour of 
the service provider. Any marketplace 
void of competition tends to be void of 
innovation, and experiences increasing 

prices and diminishing levels – and 
quality – of support. 

Security and data integrity. A more recent 
change has been the necessity to secure 
systems. As humans continue to always 
expect and demand information and 
access to all things, our facilities are no 
different. BMSs should, and many do, 
meet this necessity. Considering BMSs are 
controlling and monitoring delicate and 
critical facilities and may be connected 
to other facility networks and databases, 
it is imperative that access to any BMS 
network should be secured by encryption 
and certificates, ensuring not only system 
integrity, but also data integrity. 

Sustainability. Sustainability is 
such a buzzword of recent times. 
It should be part of our continuous 
conversations, and it should include 
BMSs. One definition of sustainability 
is to meet our own needs without 
compromising the ability of future 
generations to meet their own needs. 
This places demands on professionals in 
our industry to minimise waste of energy, 
resources, time, and money, now and 
into the future. An aspect of reducing 
waste is to engineer BMSs to endure the 
life of the facility. Too often the waste in 
our industry has been increased by some 
vendors forcing expensive and disruptive 
upgrades onto system owners due to 
installed products reaching end of life – 
long before the facility’s end of life.

Andrew Smith: Open system 
protocols have been around in the BMS 
industry for many years. However, 
over the past decade we have seen 
the attitude of the controls companies 
change from using these protocols in 
a closed or proprietary manner to the 
way they are intended, broadening 
out how systems are now integrated. 
This includes the use of other open 
protocols, Rest APIs, and standardised 
point tag naming conventions.  

Control strategies have shifted from being 
purely comfort-focused to be now more 
energy-focused while still maintaining 
occupant comfort. BMS control 
algorithms now operate HVAC 
equipment as lean as possible while 
removing any buffer from each part of 
the system. The result is an overall system 
performing at its optimum COP that 
perfectly matches the demand of the 
building. With these buffers removed, 
the BMS needs to be finely tuned and 
able to respond quickly to changes in 
building and environmental conditions. 
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The implementation of secure converged 
IT networks for building services has 
resulted in robust communications 
networks that now allow for secure 
network management and access, easier 
scalability of control systems, and 
advanced integration between systems. 

Ecolibrium: As buildings have 
become smarter, have they become 
increasingly reliant on smarter 
BMSs to keep everything in check? 
What are the run‑on effects of 
this in terms of maintenance 
and potential vulnerabilities?

MG: Like any technology, BMS is 
not infallible. However, the distinct 
advantage of BMS these days, is the 
visibility and data insight when an 
error occurs: sometimes even before. 
Analytics platforms can predict 
faults before they occur based on 
conditions which led to previous 
faults. This learning allows data-driven 
smart maintenance applications to 
automate workflows and maintenance 
scheduling. Anomalies in energy 
consumption can be detected, down 
to a granular level, so it’s much easier 
to identify issues before they occur. 
When faults do occur, these can alert 
the right people straight immediately 
with SMS/email notifications.

There are two important factors that will 
ensure that the BMS works to reduce 
maintenance, not increase it. The first is a 
robust cyber-security policy and protocol 
to prevent attacks and disturbances 
to the BMS or any other IP-connected 
system. The second is ensuring the BMS 
– or any other smart building platform –
is designed with a simple user interface
that provides clear alerts, dashboards and
insights into the building performance.

IG: The short, simple, and obvious 
answer is yes. One of the most valuable 
resources to all of us is time; we can never 
recover time. Therefore, an increasingly 
smarter BMS should serve so that is 
does not waste time. There are smarter 
options being offered by BMSs, which 
is wonderful for the facility, system 
owners, operators, tenants, and the 
planet. A very prominent example is the 
ever-expanding offerings for analytics 
software. Smarter BMSs are helping to 
identify underperforming equipment that 
needlessly wastes the Earth’s valuable 
resources, owners’ money, and associated 
people’s time. The relationship between 
the facility, those who interact with the 
facility, and the BMS continues to evolve 
and continues to get smarter.

There are many run-on effects. If I go 
back to the noted analytics example, 
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 The LEED Gold‑certified Voxman School of Music at the University of Iowa 
features energy‑saving elements such as active daylighting controls.
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the run-on effect here includes 
identifying non-performant equipment. 
That information must be transposed 
into actionable information for 
operators, decision-makers, and 
service providers at the time of the 
underperformance. This run-on effect 
places the information and decision 
authority in the hands of the right people. 

A potential vulnerability is that this 
information is not translated into 
a dialect that is understandable to 
decision-makers. That is, the BMS 
and its service provider must ensure 
technical information is presented 
in an easy-to-understand format for 
the target audience. Sending a report 
regarding an AHU using too much 
thermal energy may mean nothing 
to a decision-making CFO. However, 
transposed into cost over time, it may be 
more easily understood and actioned. 

AS: With more energy-focused control 
algorithms, the natural ability of the BMS 
to mask poor system performance has 
been reduced. The impact on the building 
in the event of equipment failure can 
occur more quickly with greater impact 
to both comfort and energy performance

The emergence of cloud-based AI used 
in building controls has the potential 
to take control away from the building 

management and service teams, 
limiting their ability to respond in 
the event of a failure. Depending on 
the deployment, the site-based BMS 
commands can become out of synch 
with the cloud-based algorithms. 
In the event of a failure and fall back to 
local site-level control, this may result 
in excessive wind up of the control 
outputs, loss of building conditions 
and excessive energy consumption. 

As buildings and their control algorithms 
become more complex, maintaining 
them can become more challenging. 
Small changes made by technicians or 
operational staff can have greater impact, 
including degradation of the building’s 
NABERS energy ratings.

Ecolibrium: Does it work the other 
way too – have smarter BMSs 
made better functionality/more 
innovative building componentry 
possible? I’m thinking here 
of shades that automatically 
operate, say, or HVAC that 
dials up or down depending 
on building occupancy?

MG: Devices are getting “smarter” 
and machine learning is happening. 
The real value, and the one that is driving 
real innovation in the BMS industry, 
is the sharing of data between systems. 
Occupancy sensors can provide data to 
the BMS and lighting control systems 
to use for demand-based control of 
HVAC and lighting. And self-learning 
algorithms can take input from occupant 
comfort as well as energy performance 
data to ensure that systems operate in the 
most efficient and effective way possible.

IG: So much can be achieved through 
the BMS. Therefore, I would encourage 
operators and owners to speak with their 
service provider about their goals for 
their facilities. Ultimately, a BMS should 
serve the facility, occupants, operators, 
and owners to achieve their goals. 

Ultimately, a BMS should 
serve the facility, occupants, 

operators, and owners to 
achieve their goals



Bosch, a global leader in heating boiler technology has introduced a range of 
commercial heating boilers to the Australian market. For commercial heating 
applications Bosch can offer steel fire tube and modular condensing  
(AlSi heat exchanger) boiler technologies.

Bosch Commercial Heating

A full range of brochures, manuals, and technical and specification information is 
available at bosch-thermotechnology.com.au or call 1300 30 70 37 for assistance.
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Simplicity needs to be central. If a BMS 
offers smarter options and becomes overly 
complicated, operators and tenants will 
not engage with the BMS, discounting 
the offered benefits. 

Flexibility in a BMS will offer greater 
functionality and encourage innovations 
to the benefit of the facility. 

Sustainability is another value: innovation 
should not orphan current systems. 
Rather, it should incorporate with, and 
add value to, what is already in place. 

AS: Well-designed and implemented 
buildings have always included intuitive 
control algorithms that work closely 
to respond to building demands. 
Emerging technologies including 
IoT devices, coupled with more complex 
integration between building services, 
has resulted in more visibility and 

tenant engagement. This has resulted 
in them becoming more interactive 
and feeling in tune with their working 
environment. Some technologies now 
allow the tenants to directly impact on 
their local environment through voting.

Ecolibrium: Is there an exemplar 
smart building boasting smart 
BMS that you could nominate? 

MG: It depends on the individual 
building (how it is being used, budget, 
client’s objectives, etc.) to choose the best 
smart building platform and BMS suited 
to that building. There are a number 
of platforms on the market that can be 
easily customised for what the user 
wants to achieve. With the availability 
of open-protocol BMSs, you don’t have 
to choose an analytics or smart building 
platform provider from the same 
supplier as your BMS. Instead of trying 
to implement every available technology, 
it is important to properly understand 
how the building is going to be used 
before you design the smart building 
platform. A truly “smart” building is 
designed such that the available smart 
building features are carefully selected 
to improve and enhance the experience 
of the user, while also achieving the 
owner’s operational objectives. 

Cundall is currently working with one 
of the major technology companies who 
integrate smart building design down 
to their base building services globally. 
Their objective is to connect every single 
sensor and device in every building onto 
the converged IP network, so they’re fully 
prepared for AI to control and optimise 
their operations. They have a clear smart 
device management plan where even 
sensors will go through a qualification 
process to ensure they are sufficiently 
secure and open protocol to achieve 
their smart building objectives. 

IG: As a vendor, I cannot identify a 
building without the blessing of the owner 
and the service provider. However, an 
example of smarts in a building would be 
integrated fault detection and diagnostics 
(IFDD), which I do know is installed 
in many buildings. IFDD notifications 
are not alarms – BMSs have had alarms 
for a very long time. IFDD comprise 
rules (some generated by NIST and 
adopted by ASHRAE) that monitor 
plant performance in near real time, at 
the controller associated with that plant 
item. They offer a simple visual cue to 
an operator of plant items’ performance 
against expectations, provide clear 
indication of the performance rule(s) 
being broken, and actionable steps 
to address this underperformance. 
Underperformance usually translates 
into waste, whether it be resources, time, 
effort, or money. A good BMS should 
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Some technologies 

now allow the tenants 

to directly impact on 

their local environment 

through voting

The Unisphere outside 
Washington DC boasts 
this huge energy wheel, 
7m in diameter.  
When its lights shine 
outward, the building 
is making energy.
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identify that waste at the time of the 
waste and offer a solution. Retrospective 
analytics identifying wasted resources 
is a poor alternative. 

AS: A.G. Coombs works with most of 
the BMS vendors and integrators and 
is vendor-independent. The industry, 
as a whole, is embracing emerging 
technologies, integrated building 
services and high-performing systems. 
The majority of new premium and “A” 
grade commercial buildings are now 
built with the latest in technologies 
and industry trends, while older 
buildings are upgraded through system 
replacements and life-cycle retrofits. 

Ecolibrium: How important is 
display of building performance 
for its occupants do you think?

MG: It is now an expectation that any 
new building, asset refurbishment, or 
fit-out, will provide a level of building 
data for occupants and building 
owners. As the focus on health and 
wellbeing grows in the workplace, so 

The Edge, Amsterdam is said to be the world’s smartest building.
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does the demand for displaying the 
indoor environmental quality. This 
can include elements such as thermal 
comfort, air quality, acoustic quality and 
lighting conditions. 

Also, utilisation data – both energy 
and space – is invaluable to businesses. 
This is especially relevant as we move 
into agile and remote ways of working. 
Companies are expecting to have access 
to their buildings’ energy and space 
utilisation data, allowing them to make 
decisions about their real estate portfolio. 
As workers begin returning to offices, 
and retail centres open up, there will be 
a requirement to understand how people 
are utilising commercial and retail spaces. 
BMS will have a key role in informing 
adjustments in a post-COVID-19 world. 

IG: It is of paramount importance 
to involve tenants in the operation 
of a facility. Occupants use of, and 
interaction with, a facility has a direct 
correlation to building performance 
and sustainability. Displaying 
building performance engages 
occupants to be part of the solution. 
Building performance transposed 
into understandable relationships 
has been accepted very positively in 
many parts of the world. A building 
that has performed better this week 
and therefore has been equivalent 
to removing X number of cars, and 
the associated emissions from a 
city, is much more engaging than 
displaying less power consumed. 

AS: Building owners have long 
recognised the importance of building 
performance, amenity, operational 
efficiency and NABERS and/or Green 
Star ratings as having a direct impact 
on rent, lease agreements and tenant 
retention. The actual building occupants 
and tenants have become increasingly 
engaged in their work environment’s 
green credentials, and have an 
increasing desire to be good corporate 
citizens. This extends to visibility 
of real-time building performance, 

which is becoming increasingly 
important as buildings implement 
their COVID-19 preparedness plans. 

Building tenants are now being more 
directly engaged as sites go through 
energy-efficient retrofits or upgrades. 
Making the tenants aware of the 
positive environmental impacts 
results in more widely accepted 
uptake of these initiatives and a 
smoother transition to operate.

Ecolibrium: Any other 
trends to watch?

AS: The emergence of analytic 
systems and artificial intelligence that 
integrate to the BMS have changed 
the way we collect and use data from 
the BMS. Analytic software platforms 
are now used to identify operational 
patterns and performance previously 
not easily seen through traditional 
BMS trend data and alarms. 

Add-on analytics software using rules-
based intelligence is now widely used to 
validate and tune the performance of the 
BMS control algorithms, provide early 
identification of poor performance, and 
to identify excessive energy consumption 
and equipment failure. ❚
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Utilisation data 
– both energy and space –
is invaluable to businesses

At this smart building, thousands of sensors feed into a sophisticated BMS, which tracks energy use.  
Windows darken automatically when it’s hot outside and can open up to let in fresh air.


